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Deployment overview

This document provides a deployment example of Fortinet's Zero Trust Network Access (ZTNA) for hosted web
applications, covering the following solutions:

e SSL VPN to ZTNA migration
¢ Preparing your existing Fortinet SSL VPN solution to migrate to ZTNA
¢ Overview of reusable components
e ZTNA Application Gateway for hosted Web applications
e HTTPS access proxy solution and architecture
¢ Applies to both remote access and internal access to Web applications hosted on the internal network
¢ No persistent connection (such as VPN) is necessary
Using a similar scenario and topology example from the ZTNA Architecture Guide, we will walk through deploying the core
components by providing configuration examples to help you migrate from SSL VPN to ZTNA application gateway for
remote users accessing hosted web applications.
The goalis to reduce the reliance on dial-up and SSL VPN by adding device authentication with role-based application

access. We will focus on the services located at head quarters (HQ) along with remote users currently using SSL VPN.
Concepts from this deployment guide can be applied to regional offices and even cloud datacenters.
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https://docs.fortinet.com/document/fortigate/7.0.0/ztna-architecture/800134/introduction

AUDIENCE

Audience

This migration guide is aimed at companies with existing SSL VPN teleworking solution deployed with the FortiGate and
FortiClient looking to secure their remote access using ZTNA. Midlevel network and security architects in companies of all
sizes and verticals should find this guide helpful. A working knowledge of FortiOS and the Fortinet Security Fabric is
helpful.

About this guide

This deployment guide describes the steps involved in deploying a specific architecture. Readers should first evaluate
their environment to determine whether the architecture outlined in this guide suits them. It is advisable to review the
Reference Architecture Guide(s), such as the ZTNA Architecture Guide, if readers are still in the process of selecting the
right architecture. See also the ZTNA Concept Guide.

This deployment guide presents one of possibly many ways to deploy the solution. It may also omit specific steps where
readers must make design decisions to further configure their devices. It is recommended that readers also review
supplementary material found in product administration guides, example guides, cookbooks, release notes, and other
documents where appropriate on the Fortinet Document Library.

For comments and feedback, please visit SSL VPN to ZTNA Migration Guide on community.fortinet.com.

Design considerations

Traditionally, VPN is used to secure data flowing in an otherwise insecure connection. However, the method of access
over VPN often doesn't account for the risk of infected or non-compliant endpoints infecting network devices. Given the
greater risks of allowing remote devices into the network, their access is often limited.

ZTNA tackles some of these issues by securing your traffic over an SSL connection, validating the device identity,
verifying that appropriate endpoint security features are turned on, and authenticating user identity. These measures help
reduce security risk factors to give remote users a level of access similar to what is available when working locally in the
office. This also gives rise to role-based application access, where access is granted based on the user and device roles,
instead of the traffic source.

Migrating from SSL VPN to ZTNA

Organizations that have a mature SSL VPN solution in place likely have the following in common:

» Remote access users and groups are defined on an external server, for example, on a Windows Active Directory.

e Granular rules are defined to grant distinct user groups access to different resources.

e Forscaling the VPN solution, SSL VPN is offered in tunnel mode to remote users.

* Remote users have FortiClient installed on their endpoints, and is actively managed by FortiClient EMS.
When the above criteria are met, the basic components and configurations for ZTNA is already in place. Namely, a
FortiGate with various user groups defined and FortiClients provisioned and managed by EMS. Administrators can take a

phased approach in migrating hosted servers and user groups to ZTNA while incrementally disabling access through SSL
VPN.

See the Product prerequisites section for more information on the required and recommended components, and how they
form the ZTNA solution.
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SUCCESS CRITERIA

ZTNA Application Gateway for hosted Web applications

With Web applications hosted on the internal network, ZTNA enables end users to access these applications directly and
securely on the browser. Traffic to the destination servers are redirected to the FortiGate application gateway where
device identity and posture checking occurs. The FortiGate then grants access and logs the connection.

ZTNA Application Gateway for hosted TCP Applications

ZTNA TCP forwarding access proxy is used for other applications, such as SSH, Remote Desktop Protocol (RDP), and
others. The biggest difference in implementation is it requires the FortiClient endpoint to redirect the application request
to the ZTNA application using ZTNA destinations. These rules can be managed by FortiClient EMS and provisioned to
FortiClient Endpoints automatically.

Summary

As discussed in the ZTNA Architecture Guide, when using ZTNA application gateway, it is important to consider when to
apply HTTPS access proxy or TCP forwarding access proxy. Generally, web applications will fall under the former. Non-
web applications, such as RDP, will fall under the latter, which is most useful for securing remote access. Remember the
design goal for Zero Trust Network Access: a device inside the network is trusted no more than a device outside the
network. With this in mind, we use ZTNA secure access features to check the posture of devices directly connected to
internal network segments and verify the identity of the users accessing the applications locally.

For the purpose of this Deployment guide, we will cover the migration of hosted Web applications to ZTNA only.

Success criteria

In the ZTNA design, the goal is to enhance security by improving identity and posture checking of devices connecting to
the internal network, and by reducing the attack surface of traditional dial-up VPN. In our use case, the following success
criteria is detailed:

* Block Unmanaged Devices and devices that cannot prove their identity (No device certificate).

« Allow only identified user groups access to only the specific applications that they need.

» Forremote users, limit direct access to the internal network for web applications.

e Dynamically deny access to devices with critical vulnerabilities both on the internal network and remote.

» Dynamically allow access once the vulnerabilities are remediated.

e Reduce the reliance on dial-up and SSL VPN.

» Use a phased approach to migrate SSL VPN implementation to ZTNA.

Product prerequisites

The ZTNA solution is comprised of multiple products to establish device identity and device trust context. FortiClient,
FortiClient EMS, and FortiGate are all integral to ZTNA, and used to establish device identity by using client certificates,
device trust context, and user identity.
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PRODUCT PREREQUISITES

=
I

i—
Off-net clients

ZTNA Solution

FortiClient ZTNA client 7.0
and above

FortiClient Endpoint
Management Server (EMS)
7.0 and above

FortiOS ZTNA Application
Gateway 7.0 and above

FortiOS Identity Service
Provider (SP)

FortiAuthenticator Identity
and Access Management
(IAM)

FERTINET

FortiClient EMS

7

il

Protected servers
& resources

Licensing

Review the FortiClient data
sheet

Included with FortiClient
ZTNAlicense

Included with FortiOS

Minimum recommended
bundle is Unified Threat
Protection

Recommended bundle is
Enterprise Protection

Included with FortiOS

Review FortiAuthenticator
data sheet

Accelerator

B e

On-net clients

Enforce ZTNA policy
ZTNA IPMAC filtering
ZTNA Telemetry

Sync ZTNA tags
& certificates

Existing Infrastructure

Available deployment techniques include: an existing
software deployment tool (for example, SCCM), native
deployment through FortiClient EMS (Windows only), and
a manual download location accessible for outliers.

FortiClient EMS must be accessible to clients from
everywhere. In this design, FortiClient EMS is deployed in
a DMZ. Active Directory integration to FortiClient EMS may
also be necessary for client deployment and ease of
applying different endpoint profiles to corresponding
groups in AD.

Review FortiGate performance requirements, and ensure
existing FortiGates meet those requirements. In this simple
deployment example, the FortiGate and Security Fabric
are central to all traffic and to protect traffic flow to critical
resources.

The FortiGate acts as an SP and integrates with
FortiAuthenticator as an IdP broker, providing integration
to Active Directory and MFA services with SAML.

When multiple FortiGates are deployed, FortiAuthenticator
is desirable to consolidate and manage connections to
IdPs, including Active Directory, LDAP, Radius, and SAML
providers. In this use case, FortiAuthenticator is not strictly
necessary, but is included in the deployment as an
example for larger deployments.
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PRODUCT PREREQUISITES

ZTNA Solution

FortiToken

Multi-factor Authentication
(MFA)

FortiAnalyzer

FERTINET

Licensing

Review FortiToken data
sheet

Review FortiAnalyzer data
sheet. VM and hardware
models available. License

by anticipated log volume.

Accelerator

Existing Infrastructure

MFA is recommended for connecting to any critical
resources. In addition to device and user authentication,
another factor of authentication that utilizes one-time
passwords (OTP) is desirable to help protect against stolen
credentials. An existing OTP product can be integrated
through SAML. In this deployment, we apply FortiToken to
users in FortiAuthenticator. In smaller, single FortiGate
organizations, FortiToken can be managed directly on the
FortiGate.

FortiAnalyzer is recommended for gathering logs,
analyzing logs, and generating reports for Fortinet devices.
FortiAnalyzer should be available from everywhere.
FortiClient ZTNA sends logs directly to FortiAnalyzer.
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Deployment procedures

The deployment example has the following topology:

=== | FortiClient
10.88.0.0/24 "g EMS

1
-
E Windows AD

2 FortiAnalyzer

—Web server 1

por I e
10.0.3.254 ) 254 4
Remote endpoint FortiGate d

10.0.3.2

Internet

—— Web server 2

~ | Finance server

o
i

= Mail server

[=]
i

7 FortiAuthenticator

In this example topology, a customer has several servers running in their internal corporate network. Web access to the
servers are divided by user groups.

AD User Group Access

Webserver1

FortiAD\Max Johnson (mjohnson) ESELES
Webserver2

Webserver1

FortiAD\Dan Parker (dparker) Finance Webserver2
Finance server
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MIGRATING FROM SSL VPN TO ZTNA FOR HOSTED WEB APPLICATIONS

AD User Group

Webserver1
: : . . Webserver2
FortiAD\Tom Smith (tsmith) Administrators .
FortiAnalyzer

FortiAuthenticator

User authentication is managed by Windows Active Directory. Each user logs into the FortiAD domain for authentication
on their workstation. FortiGate integrates with Windows AD via a LDAPS connection and uses the same user groups for
SSL VPN and ZTNA.

The web mail server is accessible by all via a Virtual IP. The EMS server registration and telemetry service (TCP/8013) is
also accessible by all via a Virtual IP. They do not require SSL VPN or ZTNA policies to access.

The FortiAuthenticator is optional in this environment. It can be used to provide different types of authentication such as
SAML or RADIUS, or provide MFA via FortiTokens or email OTP. In this Deployment Guide, the FortiAuthenticator is not
used for authentication. However it is used to demonstrate a Web application accessible by the Administrators group.

Lastly, this topology simulates on-net users in the 10.0.1.0/24 network, using a default DNS server on 10.88.0.1. Off-net
remote users on the other hand are on the 10.0.3.0/24 network, using the FortiGate 10.0.3.254 as its default DNS server.
Users should have the same level of access whether on-net or off-net.

Migrating from SSL VPN to ZTNA for hosted Web Applications

Before migration can occur, we must examine the current SSL VPN configuration and topology, assess components and
configurations that can be re-used, and then prepare the components for ZTNA. Migrations is performed one server at a
time, starting with servers accessible by the least number of users and groups.

This chapter will walk through the following:

Existing teleworking configurations on page 11

Prepare FortiClient and FortiClient EMS for ZTNA on page 15

Migrate Web access to infrastructure devices for Administrators on page 20
Migrate Web access to Finance server for Finance group on page 29
Migrate Web access to Webserver1 and Webserver2 on page 32
Configuring and verifying rules for on-net access on page 38

Shut off all SSL VPN access on page 45

N O g bk oODN-=

The goal is to apply device identity and posture check to prevent unauthorized devices or vulnerable devices from
accessing the hosted Web applications. Security posture check in our example amounts to the following:

» Devices are checked for critical vulnerabilities. If critical vulnerabilities exist, devices cannot be trusted.

» Devices are checked for domain registration. They must be registered to the company’s Active Directory domain and
part of the Domain Users group.

Existing teleworking configurations

The following assumptions are made regarding the existing Teleworking solution:

e Remote access users and groups are defined on an external server, likely on a Windows Active Directory.
» Granularrules are defined to grant distinct user groups access to different resources.
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EXISTING TELEWORKING CONFIGURATIONS

e Forscaling the VPN solution, SSL VPN is offered in tunnel mode to remote users.
* Remote users have FortiClient installed on their endpoints, and is actively managed by FortiClient EMS.

Let’s examine the existing configurations.

Remote access users and groups

In our example company, users are stored in Windows Active Directory under the FortiAD.Info domain. PCs must be logged
into this domain, and remote users also use the same credentials to connect to SSL VPN.

The FortiGate connects to the Windows Active Directory via a LDAPS connection. The configurations for our LDAP server
settings on the FortiGate is as follows:

config user ldap
edit "LDAP-fortiad"
set server "10.88.0.1"
set cnid "sAMAccountName"
set dn "dc=fortiad,dc=info"
set type regular
set username "fortiad\\Administrator"
set password <password>
set secure ldaps
set ca-cert "CA Cert 1"
set port 636
next
end

The following are the User Group configurations on the FortiGate:

Group Name % Group Type Members ¥
LDAP-Administrators £ Firewall do LDAP-fortiad
LDAP-Finance £ Firewall do LDAP-fortiad

LDAP-Sales & Firewall do LDAP-fortiad

config user group
edit "LDAP-Administrators"
set member "LDAP-fortiad"
config match
edit 1
set server-name "LDAP-fortiad"
set group-name "CN=Administrators,CN=Builtin,DC=fortiad,DC=info"
next
end
next
edit "LDAP-Finance"
set member "LDAP-fortiad"
config match
edit 1
set server-name "LDAP-fortiad"
set group-name "CN=Finance,CN=Users,DC=fortiad,DC=info"
next
end
next
edit "LDAP-Sales"
set member "LDAP-fortiad"
config match
edit 1
set server-name "LDAP-fortiad"
set group-name "CN=Sales,CN=Users,DC=fortiad,DC=info"
next
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EXISTING TELEWORKING CONFIGURATIONS

end
next
end

SSL VPN tunnel mode configurations

SSL VPN is configured to offer tunnel mode access via the WAN (port3) interface. All three user groups are configured to
map to the tunnel-access portal.

The SSL VPN Authentication/Portal Mapping are as follows:

Authentication/Portal Mapping @

+CreateNew | & @ Delete % Send SSL-VPN Configuration
Users/Groups * Portal =
&= LDAP-Administrators tunnel-access
B LDAP-Finance tunnel-access
£ LDAP-Sales tunnel-access
All Other Users/Groups no-access

config vpn ssl settings
set servercert "ztna-wildcard"
set tunnel-ip-pools "SSLVPN TUNNEL ADDR1"
set tunnel-ipvé6-pools "SSLVPN TUNNEL IPv6 ADDRL"
set dns-serverl 10.88.0.1
set source-interface "port3"
set source-address "all"
set source-address6 "all"
set default-portal "no-access"
config authentication-rule
edit 1
set groups "LDAP-Administrators"
set portal "tunnel-access"
next
edit 2
set groups "LDAP-Finance"
set portal "tunnel-access"
next
edit 3
set groups "LDAP-Sales"
set portal "tunnel-access"
next
end
end

Addresses and address groups

Addresses and address groups are created for each server or group of servers.
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EXISTING TELEWORKING CONFIGURATIONS

Name & h ¢ Details & Type &
S EMS 10.88.0.1/32 Address
2 FaC 10.88.0.7/32 Address
2 FAZ 10.88.0.2/32 Address
2 Finance 10.88.0.5/32 Address
2 MailServer 10.88.0.6/32 Address
& Webserverl 10.88.0.3/32 Address
= Webserver2 10.88.0.4/32 Address
& webserver.ztnademo.com webserver.ztnademo.com Address
& Webserver B Webserver1 Address Group
& Webserver2

Granular firewall rules

Firewall rules are configured to provide granular remote access for each group of users. They are configured as follows:

Name From o Source Destination chedule Service Action NaT Security P

SSL_VPN-Administrators | (3 SSLVPN tunnel interface (ssiroot] i DMZ (portz) 5§ LDAP-Administrators Bolays WAL v ACCEPT © Disabied [EH noi
=

SSLVPN-Finance

s Bau « ACCEPT  © Dissbled [EZM no-i

SSL VPN Sales ey DAL ¥ ACCEPT  © Disabled [EM noi

config firewall policy
edit 9
set name "SSL VPN-Administrators"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "EMS" "FAZ" "Webserver" "FAC"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Administrators"
set comments " %
next
edit 10
set name "SSL VPN-Finance"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "Webserver" "Finance"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Finance"
set comments "
next
edit 11
set name "SSL VPN-Sales"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "Webserver"
set schedule "always"
set service "ALL"
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PREPARE FORTICLIENT AND FORTICLIENT EMS FOR ZTNA

set inspection-mode proxy
set logtraffic all

set groups "LDAP-Sales"
set comments " %
next

end

FortiClient Endpoint management with FortiClient EMS

FortiClients are managed by FortiClient EMS under the same endpoint policy configurations (Default). The policy has VPN,
Vulnerability Scan, and the System Settings profile enabled.

5 Sinvtations ® v 0 & admin ¥

@ Dashboars

Endpoint Policy

L3 Endpaints

Endpoint Policy Name Default
& Deployment & Installers >
E Endpoint Policy & Components v Profile (Of-Fabric) @
e
[ ) o Detaut

CA Centificates

On-fabric Detection Rules

& Enapoint

& Zero Trust Tags

G FortiGuard Outbreak Detecti

Bf0EEE
22 2 2 2 0 2 2

v v v v v v vy

© System Settings

Downioad Profile XML

E

The FortiClient Endpoint allows SSL VPN remote access.

@ FortiClient -- Zere Trust Fabric Agent - X
File Help

9 tsmith 0 <
L3 REMOTE ACCESS D
- —

VPN Name HQ <

Username

Password |

Prepare FortiClient and FortiClient EMS for ZTNA

Configurations in the previous section for SSL VPN offer a good basis for the ZTNA configuration and migration. However,
a bit more configuration is required.
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PREPARE FORTICLIENT AND FORTICLIENT EMS FOR ZTNA

Push ZTNA endpoint profile from EMS to FortiClient Endpoints on page 16

Configure Zero Trust Tags to the FortiGate on page 17

Configure a Fabric connector on the FortiGate to connect to FortiClient EMS on page 19
Synchronize Zero Trust Tags to the FortiGate on page 19

AW =

Push ZTNA endpoint profile from EMS to FortiClient Endpoints

Because ZTNA requires EMS to act as the ZTNA Certificate Authority and issue client certificates to each device, the
FortiClient Endpoints must have the ZTNA module installed. This is not necessary for strictly SSL VPN remote access.

To push the ZTNA endpoint profile from FortiClient EMS:

Under Endpoint Profiles > ZTNA Destinations, edit the Default profile.

At the very top, toggle the ZTNA Destinations Profile from Disable to Enable.

For ZTNA hosted Web Access, this is the only configuration needed. Click Save to save the changes.
Under Endpoint Policy & Components > Manage Policies, edit the Default policy.

Ensure that the Default profile is assigned to ZTNA.

o g bk wWwDd =

Click Save to complete.

@ ForiClent Endpomt Management Server - o x

222 FortiClient Endpoint Management Server B Oinviatons ® v 01 8 admin v

@ Dashoara Endpoint Policy

I3 Endpoints

v v v

| & oepoyment & instaters

B Endpoint Policy & Components

<

® Deraul
1 CA Centificates

On-fabric Detection Rules ® Detaur

8 Enapomt Profiies Defau

B Zero Trust Tags.

® Defaut
G FortiGuard Outbreak Detect
Default
& Software Inventory

4 Quarantine Management Default

Administration
8 i Defau
B8 User Management

2 2 2 2 2 @2 & @

v v v v v v ov oy

» Defaul
© sysiem Settings

Download Profile XiL & Profie X:

]

From a registered FortiClient endpoint, verify that the client has received the updates. The ZTNA Destination should now
be installed.

'@ FortiClient -- Zero Trust Fabric Agent - x

File
R FortiZTNA Connection
© ZTNA Destination

S tsmith

Help

There are no destination(s) configured.

[®) ZTNA DESTINATION
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PREPARE FORTICLIENT AND FORTICLIENT EMS FOR ZTNA

Back on the FortiClient EMS, view the managed endpoint from Endpoints > All Endpoints. The user device should appear
as connected and Managed by EMS, and the ZTNA status has changed from disable to a valid ZTNA Serial Number.

tsmith Connection
R Tom Smith Managed by EMS @
tsmith@ztnademo.com
® 512-555-1212 Configuration

ol

SIS Policy Default 3 =
Device WIN10-01 LS Installer Not assigned
0s 2% Microsoft Windows 10 Profess. . FortiClient Version 7.21.0779
IP 10.0.3.2 FortiClient Serial Number
MAC 02-09-0f-00-03-03 FortiClient ID
Public IP 35.199.150.56 ZTNA Serial Number

Status Online

Classification Tags
Location On-Fabric =

Owner

%

Low
Organization

arop g

%

Configure Zero Trust Tags to the FortiGate

Zero Trust tagging rules are used to perform endpoint posture check on the FortiClients. This info is synchronized to the
FortiGate so that it can make the policy decision on whether to allow the device access to the protected resources.

This example uses two tagging rules for security posture check.

To configure a Zero Trust Tagging Rule to detect the presence of critical vulnerabilities:

Go to Zero Trust Tags > Zero Trust Tagging Rules.

On the top right, click +Add.

Entername “Critical Vulnerability”.

For Tag Endpoint As, typein Critical Vulnerability andthen hitEnter to create the Tag.
Click Add Rule.

a. Select Windows OS.

b. Select Rule Type “Vulnerable Devices”.

a h WN =

c. Set Severity Level to “Critical”.
d. Click Save.
6. Click Saveto save this Zero Trust Tagging Rule.

To configure a Zero Trust Tagging Rule for detecting logged in Active Directory Domain - FortiAD.info:

Remain in Zero Trust Tagging Rules page.

On the top right, click +Add.

Enter name “Domain-Users”.

For Tag Endpoint As, type in Domain-Users then hit Enterto create the Tag.
Click Add Rule.

Select Windows OS.

Select Rule Type “Userin AD Group”.

Set Evaluate on FortiClient to Enable.

Set AD Group "Users/Domain Users".

Click Save.

6. Click Saveto save this Zero Trust Tagging Rule.

a hr wWwN =

o 20 T 9
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PREPARE FORTICLIENT AND FORTICLIENT EMS FOR ZTNA

To configure the ZTNA tag to display on the FortiClient:

. .

a b WON

fanagement Server

Remain in EMS and navigate to Endpoint Profiles > System Settings.
Edit the Default profile.
Be sure Advanced settingsis selected (top right of window).
Under Ul, enable Show Zero Trust Tag on FortiClient GUI.

Click Save.

'@ FortiCient Endpoint |

@ Dashooard > )
System Settings Profile
2 Enapoints >

2 Deployment & Installers >
Name
B Enapoint Folicy & Compone. >
Enapoint Profies v
B ul

© Remote Access.
Require Password 1o Discannect From EMS

® ZTNA Destinations
& Web Filter Do Not Allow User to Back up Configuration
® Vunerabiiy Scan Alow User o Shutdown When Registered to EMS

ik Maware Protecton
Hide User Information

& Sandbox
B Zero Trust Tags >

Language @
@ FortGuard Outoreak Detect... >

Detauit Tab
& Software inventory >
& Quaranine Management >

& Administration >

~ Expand All = Collapse Al
[ o)

Verification:

1. On the FortiClient, click on the User avatar. This will show currently detected Zero Trust Tags.

Add Full Name
Add Phone
Add Email

Phone

Email

Get personal info from
O User Input
v E8 OS5 Updated 6/12/2023 6:45:27 PM
B Linkedin
G Google
® Salesforce

Status Online/On-fabric
Hostname WIN10-01
Domain FORTIAD

ZeroTrust Tags @ Critical-Vulnerability

% Domain-Users

2. Backon FortiClient EMS, navigate to Zero Trust Tags > Zero Trust Tag Monitor.

3. Refresh to display Endpoints that have been tagged by the Tagging rule.

FortiClient Endpoint

nagement Server

i Minvitations ® ~ 03 & admin v

@ Dashboard >
r. JE

L0 Endpoints > ﬁ Zero Trust Tags
X% Deployment & Installers >
Ea Endpeint Policy & C > @ Critical ity (1)
L8 Endpoint Profiles » |iERa5SE

WIN10-01
B Zero Trust Tags v

Zero Trust Tagging Rules Total 1
G FortiGuard Outbreak Detecti... » BLow (1)
& Software Inventory
4 Quarantine Management
& Administration

8 User Management

v v v v v

# System Settings
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Endpoint with Tag & Refresh

G ' ! s '
QOutbreak Tags Classification Tags Fabric Tags

User os P Category Tagged on

Microsoft Windows 10 Profes...  10.0.3.2 Zero Trust 2023-09-07 19:47:41

8 tsmith
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PREPARE FORTICLIENT AND FORTICLIENT EMS FOR ZTNA

Configure a Fabric connector on the FortiGate to connect to FortiClient
EMS

In this example, the FortiClient EMS is on premise, so the FortiGate can be configured as follows.

To add an on-premise FortiClient EMS serverin the GUI:

1. Go to Security Fabric > Fabric Connectors.
2. Inthe Core Network Security Connectors section, double-click FortiClient EMS to open the FortiClient EMS Settings
slide-in pane.
3. Under EMS 1, enable Status and configure the following settings:
* Name of the connector
e |Paddress or FQDN of EMS
e HTTPS port
4. Click OK.
A window appears to verify the EMS server certificate. Click Accept.
6. Authorize the FortiGate from FortiClient EMS:
a. Loginto the FortiClient EMS server.

a

Adialog box is displayed, requesting authorization to the FortiGate.
b. Click Authorize.

Alternatively, navigate to Administration > Fabric Devices to authorize the FortiGate.
See FortiClient EMS for more information.

To configure the FortiGate to connect to FortiClient EMS Cloud, see the following topic.

Synchronize Zero Trust Tags to the FortiGate

1. Onthe FortiGate, go to System > Feature Visibility and enable Zero Trust Network Access.
2. Goto Policy & Objects > ZTNA. Then navigate to the ZTNA Tags tab.
ZTNA tags that were created in EMS should be displayed on the page.

© admin ~

ZTNA Servers ZTNATags

<+ Create NewGroup | &' Edit | Tl Delete © Q search Q

Name Provided By Details Type Category Detection Level Comments Ref.

,,,,,,,,, & Ems1 ZTNAIP Tag Zero Trust 0

T Domzin-Users @& Ems1 ZTNAIP Tag Zero Trust 0
T -1 registered clients @ EMS1 ZTNAIP Tag Zero Trust 0
T EMS_ALL_UNKNOWN_CLIENTS ZTNAIP Tag 0

b4l T EMS_ALL_UNMANAGEABLE_CLIENTS ZTNAIPTag 0
WIS FCTEMS_ALL_FORTICLOUD_SERVERS ZTNAIP Tag 0
EEXT Critical-Vulnerability & EMS1 ZTNAMAC Tag Zero Trust 0
T Domezin-Users @& Ems1 ZTNAMAC Tag Zero Trust 0
EET -1 _registered clients @ EMS1 ZTNAMAC Tag Zero Trust 0
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MIGRATE WEB ACCESS TO INFRASTRUCTURE DEVICES FOR ADMINISTRATORS

Migrate Web access to infrastructure devices for
Administrators

Migration is typically arranged so that the least number of users are impacted at first, before incrementally increasing in
scope. Therefore, it often begins with the servers and devices accessible only to the Administrator group themselves.

In our example, web access to the FortiAnalyzer and FortiAuthenticator for the Administrators group will be migrated first.
These servers are only accessible by Administrators. In the Teleworking setup, this corresponds to the following policy
configurations:

config firewall policy
edit 9
set name "SSL VPN-Administrators"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "EMS" "FAZ" "Webserver" "FAC"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Administrators"
set comments " %
next
next

In the above Teleworking configs, the Webserver address group is also allowed. However, this will be migrated last.

== | FortiClient
10.88.0.0/24 = EMS

A

-
E Windows AD

2 FortiAnalyzer

3 — | Web server 1
port3 port2 =
Internet —
10.0.3.254 - " 254 4 -
Remote endpoint FortiGate - — = {Web server 2
10.03.2 —rn
5 = Finance server
6 = Mail server

7 FortiAuthenticator

When we migrate to ZTNA, we will require the following:

e One new IP for port3 to act as the application gateway. In our example environment, it is 10.0.3.10. In a production
environment, this will likely be a public IP.

e Foreach web service, a FQDN and DNS entry to map the FQDN to the new IP above:
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¢ FortiAnalyzer - zfaz.ztnademo.com
¢ FortiAuthenticator — zfac.ztnademo.com
e ForHTTPS access to these services, a wildcard certificate for *.ztnademo.com

DNS configurations

It may be the case where each of the devices already have a FQDN defined on an internal DNS with the same name to
facilitate access using SSL VPN. In this case, the internal definitions can remain the same. However, when resolved from
remote, the FQDN needs to map to the IP address of the ZTNA application gateway. Therefore, it is advisable for the
FQDN to be defined on an external DNS.

In our example, the FortiGate acts as a DNS server for remote clients with A records for mapping the above FQDNs to the
access proxy address of 10.0.3.10. We will add the entries in our Network > DNS Servers > DNS Database settings.

DNS Entries
Type Details Status

Name Server (NS) dns @ Enable
Address (A) ems->10.0.3.254 © Enable
Address (A) fgt-> 10.0.3.254 @ Enable
Address (A) fac-»10.0.3.7 @ Enable
Address (A) mail -> 10.0.3.6 © Enable
Address (A) faz->10.0.3.32 @ Enable
Address (A) zfaz -> 10.0.3.10 @ Enable
Address (A) zems-> 10.0.3.10 @ Enable
Address (A) zfac-> 10.0.3.10 @ Enable

ZTNA server configurations

One of the first essential steps is defining the ZTNA server. In our ZTNA server definition, we will apply the external IP of
10.0.3.10 on port 443. Then we will create 2 HTTPS server mappings to our respective services.

To configure the ZTNA server from GUI:

1. Under Policy & Objects > ZTNA, go to the ZTNA Servers tab.
2. Click Create Newto create a new entry.
3. Input the following:

Name ZTNA Webserver
External Interface port3

External IP 10.0.3.10
External port 443

Choose the wildcard certificate that applies to your domain. In our

External certificate .
example, ztna-wildcard.

4. Under Services/servers mapping, click Create new.
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5. ForFortiAnalyzer web access enter the following and click OK:

Service HTTPS

Virtual Host Specify

Match By Substring

Host zfaz.ztnademo.com
Use certificate ztna-wildcard

Click Create New, input the following, and click OK:

e Type:IP
Server e |P:70.88.0.2
e Port: 443

e Status: Active

6. For FortiAuthenticator web access, enter the following and click OK:

Service HTTPS

Virtual Host Specify

Match By Substring

Host zfac.ztnademo.com
Use certificate ztna-wildcard

Click Create New, input the following, and click OK:

e Type:IP
Server e |P:70.88.0.7
e Port: 443

o Status: Active

7. Click OKto finish.

VM64-KVM = Q > -
New ZTNA Server
Additional Information
B Policy & Objects Type @ 1Pv4
=7 b - @ API Preview
Firewall Policy Name ZTNA Webserver
IPv4 Do$ Policy Comments @ Online Guides
ion &
— =] Rls\evant Do.cumentat\on =
B¢ Video Tutorials &2
Authentication Rules Network
T — ® Hot Questions at FortiAnswers
ldresses -
Bxternalinterface | ] WAN (port3) Unable to connect FortiGate to EMS Cloud
24l External IP 10.0.3.10 ® 1Answers ol ( s @ 882Views
Internet Service Database See More &
External port 443 “

Se

Schedules D SAML

Virtual IPs

IP Pools Services and Servers

Protocol Options Default certificate R ztna-wildcard hd

Traffic Shaping Service/server mapping

ity Profiles
& Security Profiles & Edit || il Delete
0 VPN
& Authentication Service ¥ URL = #Real Servers ¥

< WiFi Controller HTTPS zfazztnade... 1
£ System HTTRS zfacztnade... 1

@ Security Fabric

L | og & Report
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Authentication scheme and rules

User authentication helps define users and groups for role based access control. An authentication scheme and rule must
be configured to trigger user authentication. The authentication scheme defines what method of authentication will be
applied. An authentication rule specifies which proxy sources and destinations will require authentication, and which
authentication scheme to apply.

This step demonstrates basic authentication using an LDAP server that connects to the Active Directory on our Windows
server 10.88.0.1. In our topology, the LDAP server LDAP-fortiad used for SSL VPN access can be reused for ZTNA.

To configure an authentication scheme from GUI:

Go to Policy & Objects > Authentication Rules and select Authentication Schemes from the top right.
Click Create New > Authentication Scheme.

Enter the name ZTNA-Auth-Scheme.

Select Method Basic.

Change User Database to Other.

Select the LDAP server LDAP-fortiad.

Click OK'to complete.

N O g bk 0N

To configure an authentication rule from GUI:

Click Create New > Authentication Rules.

Enter the name ZTNA-Auth-Rule.

Select Source Addressto all.

Set Incoming interface to WAN (port3).

Leave Protocolas HTTP.

Click to Enable Authentication Scheme and select ZTNA Auth Scheme.
IP-based Authentication should be set to Enable.

Enable This Rule should be set to Enable.

Click OK'to complete.

© 9 NO GO RN

ZTNA rule configuration

Once the servers, authentication scheme and rules are configured, we will create ZTNA rules to control access. To recap,
ZTNA rules help control access by defining users and ZTNA tags to perform user authentication and security posture
checks. And just like firewall policies, you can granularly control the source and destination addresses, and apply
appropriate security profiles to scan the traffic.

In this step, we will create a rule to deny endpoints whose security is compromised, identified by the presence of the
Critical-Vulnerability tag. We will create a rule to allow users who are logged into the FortiAD.Info domain as Domain Users,
identified by the presence of the Domain-Users tag. We will apply the policies for the existing LDAP-Administrators group,
which is used in the SSL VPN policy.

To configure a ZTNA Rule for denying access:

In FortiOS, go to Policy & Objects > Firewall Policy.
Click Create Newto create a new policy.

In the Name box, type ZTNA-Deny-Access.

Set Typeto ZTNA.

In the Incoming Interface list, select WAN (port3).

a h wWwN =
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6. Inthe Sourcelist, select the following options:
e For Address, select all.
e For User, select LDAP-Administrators.

S ! ’, When you define a user group, users would need to be authenticated first before their
q ZTNAtagis checked. The advantage is the username will be recorded in the violation
- log.

7. Inthe ZTNA Taglist, select the Critical_Vulnerability tag.
8. Inthe Destinationlist, select the address objects FAC and FAZ
9. Inthe ZTNA Serverlist, select ZTNA Webserver.

10. Beside Action, select Deny.

11. Enable Log Violation Traffic.

12. Enable Enable this policy.

13. Click OKto complete.

To configure a ZTNA Rule for allowing access:

1. Onthe Policy & Objects > Proxy Policy page, click Create New.
2. Inthe Namebox, enter ZTNA-Administrators.
3. Set Typeto ZTNA.
4. Inthe Incoming Interface list, select WAN (port3).
5. Inthe Sourcelist, select the following options:
¢ For Address, select all.
e For User, select LDAP-Administrators.
6. Inthe ZTNA Taglist, select the Domain-Users tag.
7. Inthe Destination list, select the address objects FAC and FAZ.
8. Inthe ZTNA Serverlist, select ZTNA Webserver.
9. Beside Action, select Accept.

10. Enable Security Profiles as desired.

11. Inthe Logging Options section, enable Log Allowed Traffic, and select All Sessions.
12. Enable Enable this policy.

13. Click OKto complete.

Testing and verification

Once the above configurations are completed, it is time to test ZTNA remote access on a workstation. Two test cases will
be performed.
1. Verify access is denied when Critical Vulnerabilities are present on the PC.

2. Verify access is allowed when Critical Vulnerabilities are resolved, and user is logged into the FortiAD domain as a
Domain User.

To verify access is denied:

1. Onan administrator's workstation, login to the FortiAD domain.
2. Openthe FortiClient > Zero Trust Telemetry page.
3. Enterthe EMS address or the invitation code. Connect to EMS.
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4. Once EMS s connected, click the avatar to identify the current Zero Trust Tags assigned to this PC.

Add Full Name
Phone Add Phone

Email Add Email

Get personal info from

NA ZERO TRUS O User Input

+ S8 OS5 Updated 6/12/2023 6:43:27 PM
B Linkedin
G«
® Salesforce

Status Online/On-fabric

Hostname WIN10-01

Domain FORTIAD

Zero Trust Tags @ Critical-Vulnerability

% Domain-Users

5. Open a browser, and enter the URL https://zfaz.ztnademo.com.

6. The browser will first prompt for the client certificate you want to use for this connection. Select the client certificate
and press OK.
Select a certificate
Select a certificate to authenticate yourself to zfaz.ztnademo.com:443

Subject Issuer Serial

9AD16B5AGET14B42AD4168C066... FCTEMS8822001975 61D421CB1832¢

2fazztnademo.com X+

<« cC @ ztnademo.com

@ hitpsi/fwebserverzt.. B Web Mail

Sign in

httpsi/fzfazztnademo.com
Usename  tsmith

Password

8. If userauthentication passes, the ZTNA rule will then assess the ZTNA tags. Since this workstation has Critical
Vulnerabilities, access to the FortiAnalyzer is denied.
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- u]
ZTNA Access Denied x  +

&« C @ zfazztnademo.com tr O @ incognito

@ hitpsi//webserverzt.. B Web Mail

ZTNA Access Denied

The p equested has been blocked by a ZTNA restriction

Details: Policy restriction! End-point attributes: SN
8A293DSECB8BA45853640AF211204E988D5FEF00 ID:
9A016B5A6E914B42AD4168C066EBO4CA Timestamp: 1694152561
Tag description:

9. Onthe FortiGate, view the corresponding logs under Log & Report > ZTNA Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype ztna
# execute log display
18 logs found.
10 logs returned.

1: date=2023-09-07 time=22:56:01 eventtime=1694152562128752275 tz="-0700"
1logid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=10.0.3.2 srcport=23006 srcintf="port3" srcintfrole="wan" dstcountry="Reserved"
srccountry="Reserved" dstip=10.0.3.10 dstport=443 dstintf="root"
dstintfrole="undefined" sessionid=95357 srcuuid="24334ee0-4df0-5lee-c9e5-c9dcdOcfa2dc"
dstuuid="8cbf3c68-£75d-51ea-4533-3cd1379%9a79dc" service="HTTPS" proxyapptype="http"
proto=6 action="deny" policyid=1 policytype="proxy-policy" poluuid="d2e2aede-4ela-5lee-
037c-b6e9f4d86e25" policyname="ZTNA-Deny-Access" duration=1 user="tsmith" group="LDAP-
Administrators" authserver="LDAP-fortiad" vip="ZTNA Webserver" accessproxy="ZTNA
Webserver" clientdeviceid="9A016B5A6E914B42AD4168C066EBO4CA"
clientdevicemanageable="manageable" clientdevicetags="MAC EMS1 ZTNA all registered
clients/EMS1 ZTNA all registered clients/MAC EMS1 ZTNA Critical-Vulnerability"
emsconnection="online" msg="Denied: proxy-policy action is deny. Matched tag: EMS1_
ZTNA Critical-Vulnerability" wanin=0 rcvdbyte=0 wanout=0 lanin=2554 sentbyte=2554
lanout=33288 fctuid="9A016B5A6E914B42AD4168C066EBO4CA" appcat="unscanned" crscore=30
craction=131072 crlevel="high"3 logs found.
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To verify access is allowed:

1. Open the FortiClient > Vulnerability Scan page.

Vulnerabilities

® Helps detect and patch application vulnerabilities that can be exploited by

known and unknown threats

Scan Schedule: No Scan Scheduled [ Scan History |

Last Scan:
Thu Sep 07 2023 20:31:43 GMT-0700 (Pacific Daylight Time)

@ Vulnerabilities Detected

Total Vulnerabilities: 33

3 17 13 0

CRITICAL HIGH MEDIUM Low

2. Clickon Criticalto see the Application that has been identified with a critical vulnerability.

(o Seicted) )
=0S (1)

[]?> windows10(3) E=R Auto-Patch

<+ Browser (0)
<+ MS Office (0)

+ 3rd Party App (0)

ULNERABILITY SCAN

+ Service (0)
+ User Config (0)

4 Others (0)

3. Apply the necessary fix to remove the vulnerability. Then perform a vulnerability scan.

4. Now that the workstation does not have a critical vulnerability, open your browser again to try accessing the
FortiAnalyzer again.

5. Openabrowser, and enter the URL https://zfaz.ztnademo.com.

6. If prior device certificate and user authentication are still valid, you will have access to your FortiAnalyzer right away.
In not, select your device certificate and enter your user credentials. You should be able to access your FortiAnalyzer.
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< (& zfaz.ztnademo.com % O @ incognito

@ htips//webserverzt.. B Web Mail

FortiAnalyzer-VMé64-KVM

¢ Forticloud Login with FortiCloud

7. Fromthe FortiGate, view the corresponding logs under Log & Report > ZTNA Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype ztna
# execute log display
20 logs found.
10 logs returned.

1: date=2023-09-07 time=23:05:52 eventtime=1694153152135978887 tz="-0700"
1logid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=10.0.3.2 srcport=23114 srcintf="port3" srcintfrole="wan" dstcountry="Reserved"
srccountry="Reserved" dstip=10.88.0.2 dstport=443 dstintf="port2" dstintfrole="dmz"
sessionid=95527 srcuuid="24334ee0-4df0-51lee-c%9e5-c9dcdlOcfa2dc" dstuuid="8cbf3c68-£75d-
5lea-4533-3cdl1379%9a79dc" service="HTTPS" proxyapptype="http" proto=6 action="accept"
policyid=2 policytype="proxy-policy" poluuid="118bad452-4e0b-5lee-a7c9-6ab825e6b8ed"
policyname="ZTNA-Administrators" duration=35 user="tsmith" group="LDAP-Administrators"
authserver="LDAP-fortiad" gatewayid=1l vip="ZTNA Webserver" accessproxy="ZTNA Webserver"
clientdeviceid="9A016B5A6E914B42AD4168C066EBO4CA" clientdevicemanageable="manageable"
clientdevicetags="MAC EMS1 ZTNA all registered clients/EMS1 ZTNA all registered
clients/MAC EMS1 ZTNA Domain-Users/EMS1 ZTNA Domain-Users" emsconnection="online"
wanin=653721 rcvdbyte=653721 wanout=14371 lanin=4108 sentbyte=4108 lanout=635085
fctuid="9A016B5A6E914B42AD4168C066EBO4CA" appcat="unscanned"

8. Verify access to zfac.ztnademo.com.

Disabling SSL VPN access

At this point, SSL VPN access can be disabled if you verify your administrators can access the infrastructure devices as
configured. However, it is also ok to come back to disabling SSL VPN access after other servers have been migrated. This
guide will take the latter approach. See Shut off all SSL VPN access on page 45 forinstructions.
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Migrate Web access to Finance server for Finance group

Next, migration can be expanded to more users in another control group. This time, the Finance web server 10.88.0.5
which is used by the Finance Team. In the Teleworking setup, this corresponds to the following policy configurations:

config firewall policy
edit 10
set name "SSL VPN-Finance"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "Webserver" "Finance"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Finance"
next
end

In the above Teleworking configurations, the Webserver address group is also allowed. However, this will be migrated last.

We will use the same application gateway IP and server object as defined in the previous section. In addition, we will need
anew FQDN for the Finance server and DNS entry to map to the application gateway.

¢ Finance server - zfinance.ztnademo.com

DNS configurations

As in the previous section, it is advisable for the FQDN to be defined on an external DNS. In our example, the FortiGate
acts as a DNS server for remote clients with A records for mapping the FQDNs to the application gateway address of
10.0.3.10. We will add another entry for zfinance.ztnademo.com in our Network > DNS Servers > DNS Database settings.

DNS Entries
Type Details Status

Address (A) ems-> 10.0.3.254 @ Enable
Address (A) fgt-» 10.0.3.254 @ Enable
Address (A) fac->10.0.3.7 @ Enable
Address (A) mail -> 10.0.3.6 @ Enable
Address (A) faz-> 10.0.3.32 @ Enable
Address (A) zfaz -> 10.0.3.10 @ Enable
Address (A) zems-> 10.0.3.10 @ Enable
Address (A) zfac-> 10.0.3.10 @ Enable
Address (A) zfinance -> 10.0.3.10 @ Enable

100% €D

ZTNA server configurations

Using the same ZTNA server object from the previous section, define a new HTTPS server mapping for the Finance server.
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To add the server mapping from GUI:

1. Under Policy & Objects > ZTNA, go to the ZTNA Servers tab. Edit the ZTNA Webserver object.
2. Under Services/servers mapping, click Create new.
3. ForFinance server web access, input the following and click OK:

Service HTTPS

Virtual Host Specify

Match By Substring

Host zfinance.zthademo.com
Use certificate 1. ztna-wildcard

Click Create New, input the following, and click OK:
e Type:IP
Servers e |P:70.88.0.5
o Port: 9043
e Status: Active

4. Click OKto finish.

Authentication scheme and rules

Authentication scheme and rules only need to be configured once if the same authentication applies. The configurations
from the previous section suffices for this use case.

ZTNA rule configuration

In this step, we will add the LDAP-Finance user group to the ZTNA-Deny-Access policy for denying endpoints whose
security is compromised. We will also create a rule to allow users who are logged into the FortiAD.Info domain as Domain-
Users and part of the LDAP-Finance user group to access the Finance server website.

To update the ZTNA Rule for denying access:

In FortiOS, go to Policy & Objects > Proxy Policy.

Edit the ZTNA-Deny-Accessrule.

In the Sourcelist, add the User Group LDAP-Finance.
In the Destination list, add the Finance address object.

a hr W=

Click OK'to complete.

To configure a ZTNA Rule for allowing access:

On the Policy & Objects > Proxy Policy pane, click Create New.
In the Name box, enter ZTNA-Finance.

Set Typeto ZTNA.

In the Incoming Interface list, select WAN (port3).

a h wWwN =

In the Sourcelist, select the following options:
e For Address, select all.
e For User, select LDAP-Finance.
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© v NO

Beside Action, select Accept.
10. Enable Security Profiles as desired.

In the ZTNA Tag/list, select the Domain-Users tag.
In the Destination list, select the address objects Finance.
In the ZTNA Serverlist, select ZTNA Webserver.

11. Inthe Logging Options section, enable Log Allowed Traffic, and select All Sessions.

12. Enable Enable this policy.
13. Click OKto complete.

Testing and verification

Once the above configurations are completed, it is time to test ZTNA remote access on a workstation.
1. Verify access is allowed when user is logged into the FortiAD domain as a Domain User and does not have any Critical

vulnerabilities.

To verify access is allowed:

On the Finance user dparker’'s workstation, login to the FortiAD domain.
Open the FortiClient > Zero Trust Telemetry page.
Enter the EMS address or the invitation code. Connect to EMS.

AWM=

Once EMS is connected, click the avatar to identify the current Zero Trust Tags assigned to this PC.

Dan Parker
Phone Add Phone
Email Add Email

dparker

Get personal info from
O User Input

v & OS5 Updated $/7/2023 $:19:22 PM
B Linkedin

G Google

® Salesforce
Status Online/On-fabric
Hostname WIN10-01
Domain FORTIAD

ZeroTrust Tags @  Domain-Users

5. Open a browser, and enter the URL https://zfinance.ztnademo.com.

6. The browser will first prompt for the client certificate you want to use for this connection. Select the client certificate
and press OK.

7. Next, the browser will prompt you for your user credentials. Enter your LDAP/Active Directory to continue.

8. |If userauthentication passes, the ZTNA rule will then assess the ZTNA tags. Since the user is logged into the FortiAD
domain and has no critical vulnerabilities, he can access the Finance website.
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Home X +

&« (= @ zfinance.ztnademo.com

FINANCE SERVER

HOME

“You have successfully connected to the Finance web application server @ finance.zinademo.com

9. From the FortiGate, view the corresponding logs under Log & Report > ZTNA Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype ztna
# execute log display
25 logs found.
10 logs returned.

1: date=2023-09-07 time=23:15:28 eventtime=1694153728367439702 tz="-0700"
1ogid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=10.0.3.2 srcport=23293 srcintf="port3" srcintfrole="wan" dstcountry="Reserved"
srccountry="Reserved" dstip=10.88.0.5 dstport=9043 dstintf="port2" dstintfrole="dmz"
sessionid=95812 srcuuid="24334ee0-4df0-5lee-c9%e5-c9dcdlcfa2dc" dstuuid="6b38e638-0775-
51lec-1333-bc27f£f2d5b8d" service="tcp/9043" proxyapptype="http" proto=6 action="accept"
policyid=3 policytype="proxy-policy" poluuid="8ccabbdc-4e0e-5lee-77e1-5a02282958a2"
policyname="ZTNA-Finance" duration=14 user="dparker" group="LDAP-Finance"
authserver="LDAP-fortiad" gatewayid=3 vip="ZTNA Webserver" accessproxy="ZTNA Webserver"
clientdeviceid="9A016B5A6E914B42AD4168C066EBO4CA" clientdevicemanageable="manageable"
clientdevicetags="MAC EMS1 ZTNA all registered clients/EMS1 ZTNA all registered
clients/MAC EMS1 ZTNA Domain-Users/EMS1 ZTNA Domain-Users" emsconnection="online"
wanin=31650 rcvdbyte=31650 wanout=9024 lanin=3462 sentbyte=3462 lanout=64281
fctuid="9A016B5A6E914B42AD4168C066EBO4CA" appcat="unscanned"

Disabling SSL VPN access

At this point, SSL VPN access can be disabled if you verify other Finance department users can also access the Finance
website. However, it is also ok to come back to disabling SSL VPN access after other servers have been migrated. This
guide will take the latter approach. See Shut off all SSL VPN access on page 45 forinstructions.

Migrate Web access to Webserver1 and Webserver2

Finally, migration can be attempted for the general user base and the resources accessed by all. In the Teleworking setup,
this corresponds to the following policy configurations:
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config firewall policy
edit 9
set name "SSL VPN-Administrators"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "EMS" "FAZ" "Webserver" "FAC"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Administrators"
next
edit 10
set name "SSL VPN-Finance"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "Webserver" "Finance"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Finance"
next
edit 11
set name "SSL VPN-Sales"
set srcintf "ssl.root"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "Webserver"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
set groups "LDAP-Sales"
next
end

Since access is allowed for all 3 groups of users, our ZTNA rule will apply to all three LDAP user groups above.

We will use the same application gateway IP and server object as defined in the previous sections. The server object will
be mapped to both Webserver1 and Webserver2 using the Round Robin load-balancing algorithm. In addition, we will need
anew FQDN for the Webservers and DNS entry to map to the application gateway.

¢ Web server—zwebserver.zthademo.com

DNS configurations

As in the previous section, it is advisable for the FQDN to be defined on an external DNS. In our example, the FortiGate
acts as a DNS server for remote clients with A records for mapping the FQDNs to the application gateway address of
10.0.3.10. We will add another entry for zwebserver.ztnademo.com in our Network > DNS Servers > DNS Database
settings.

F::RTINET
Accelerator SSL VPN to ZTNA Migration Guide



MIGRATE WEB ACCESS TO WEBSERVER1 AND WEBSERVER2

DNS Entries
+CreateNew | ¢ Edit W Delete
Type Details Status

Address (A) fgt->10.0.3.254 @ Enable
Address (A) fac->10.0.3.7 @ Enable
Address (A) mail -> 10.0.3.6 @ Enable
Address (A) faz-> 10.0.3.32 @ Enable
Address (A) zfaz-> 10.0.3.10 @ Enable
Address (A) zems -> 10.0.3.10 @ Enable
Address (A) zfac-> 10.0.3.10 @ Enable
Address (A) zfinance -> 10.0.3.10 @ Enable
Address (A) zwebserver -> 10.0.3.10 @ Enable

100% €D

ZTNA server configurations

Using the same ZTNA server object from the previous sections, define a new HTTPS server mapping for the Web servers.

To add the server mapping from GUI:

1. Under Policy & Objects > ZTNA, go to the ZTNA Servers tab. Edit the ZTNA Webserver object.
2. Under Services/servers mapping, click Create new.
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3. ForFinance server web access, input the following and click OK:

Service HTTPS

Virtual Host Specify

Match By Substring

Host zwebserver.ztnademo.com
Use certificate 1. ztna-wildcard

1. Enable Load balancing
and select Round Robin.
2. Click Create Newto
create a mapping to
Webserver1, input the
following, and click OK:
e Type:IP
e |P:70.88.0.3
e Port: 9043
e Status: Active
3. Click Create Newto
create a mapping to
Webserver2, input the
following, and click OK:

Servers

e Type:IP

e |P:70.88.0.4
e Port: 9043

e Status: Active

4. Click OKto finish.

Authentication scheme and rules

Authentication scheme and rules only need to be configured once if the same authentication applies. The configurations
from the previous section suffice for this use case.

ZTNA rule configuration

In this step, we will add the LDAP-Sales user group to the ZTNA Deny Access policy for denying endpoints whose security
is compromised. We will also create a rule to allow users who are logged into the FortiAD.Info domain as Domain Users and
part of either the LDAP-Sales, LDAP-Finance or LDAP-Administrators user groups to access the Web server page.

To update the ZTNA Rule for denying access:

In FortiOS, go to Policy & Objects > Proxy Policy.

Edit the ZTNA-Deny-Accessrule.

In the Sourcelist, add the User Group LDAP-Sales.

In the Destination list, add the Webserveraddress object.

a h WN =

Click OK'to complete.
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To configure a ZTNA Rule for allowing access:

a h wWwN =

©®N©O

10.

12.
13.

On the Policy & Objects > Proxy Policy pane, click Create New.
In the Name box, type ZTNA-AII.
Set Typeto ZTNA.
In the Incoming Interface list, select WAN (port3).
In the Sourcelist, select the following options:
e For Address, select all.
e For User, select LDAP-Administrators, LDAP-Finance and LDAP-Sales.
In the ZTNA Tag/list, select the Domain-Users tag.
In the Destination list, select the address objects Webserver.
In the ZTNA Serverlist, select ZTNA Webserver.
Beside Action, select Accept.
Enable Security Profiles as desired.
In the Logging Options section, enable Log Allowed Traffic, and select All Sessions.
Enable Enable this policy.
Click OK'to complete.

Testing and verification

Once the above configurations are completed, it is time to test ZTNA remote access on a workstation.

Verify access is allowed when user is logged into the FortiAD domain and does not have any Critical vulnerabilities.

To verify access is allowed:

1.

w

On any of workstations belonging to the Administrator, Finance or Sales group, login to the FortiAD domain. In our

example, we will use the Sales user Max Johnson (mjohnson) as an example.
Open the FortiClient > Zero Trust Telemetry page.
Enter the EMS address or the invitation code. Connect to EMS.

Once EMS is connected, click the avatar to identify the current Zero Trust Tags assigned to this PC.

FERTINET
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Max Johnson

Phone Add Phone
Email Add Emai

mjohnson

Get personal info from
O User Input

v &m OS5 Updated 9/7/2023 10:38.:28 PM
B Linkedin
G Google

® Szlesforce

Status Online/On-fabric
Hostname WIN10-01
Domain FORTIAD

Zero Trust Tags @ Critical-Vulnerability

¥ Domain-Users

5. Open a browser, and enter the URL https://zwebserver.ztnademo.com.

6. The browser will first prompt for the client certificate you want to use for this connection. Select the client certificate
and press OK.

7. Next, the browser will prompt you for your user credentials. Enter your LDAP/Active Directory to continue.

8. |If userauthentication passes, the ZTNA rule will then assess the ZTNA tags. Since the user is logged into the FortiAD
domain and has no critical vulnerabilities, he can access the Web server page.

& (= zwebserverztnademo.com

@ https//webserverzt.. B Web Mail

Success

You have reached webserveroz
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9. Since the page web server is load-balanced, upon refresh and loading another session, the session will load-balance
to the other server.

10. From the FortiGate, view the corresponding logs under Log & Report > ZTNA Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype ztna
# execute log display
29 logs found.
10 logs returned.

1: date=2023-09-07 time=23:45:45 eventtime=1694155545869204279 tz="-0700"
1ogid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=10.0.3.2 srcport=23686 srcintf="port3" srcintfrole="wan" dstcountry="Reserved"
srccountry="Reserved" dstip=10.88.0.3 dstport=9043 dstintf="port2" dstintfrole="dmz"
sessionid=96377 srcuuid="24334ee0-4df0-51lee-c9%9e5-c9dcdlOcfa2dc" dstuuid="592dfb72-0775-
5lec-aa79-94bd9894388c" service="tcp/9043" proxyapptype="http" proto=6 action="accept"
policyid=4 policytype="proxy-policy" poluuid="50c7057e-4el2-51ee-580a-ad6dc813a6c3"
policyname="ZTNA-All" duration=26 user="mjohnson" group="LDAP-Sales" authserver="LDAP-
fortiad" gatewayid=4 vip="ZTNA Webserver" accessproxy="ZTNA Webserver"
clientdeviceid="9A016B5A6E914B42AD4168C066EBO4CA" clientdevicemanageable="manageable"
clientdevicetags="MAC EMS1 ZTNA all registered clients/EMS1 ZTNA all registered
clients/MAC EMS1 ZTNA Domain-Users/EMS1 ZTNA Domain-Users" emsconnection="online"
wanin=497199 rcvdbyte=497199 wanout=6938 lanin=2977 sentbyte=2977 lanout=492370
fctuid="9A016B5A6E914B42AD4168C066EBO4CA" appcat="unscanned"

Configuring and verifying rules for on-net access

So far, the configurations are focused on remote off-net access. It is assumed that with prior teleworking setup, on-net
access is configured with a wide-open policy as a very basic case. In most scenarios, there will be more segmentation but
one variable will remain the same. Access is granted based on the source network and sometimes user login, but the
security posture of the device is not checked.

Existing Teleworking configurations to allow traffic from port1 (Clients_LAN) to port2 (DMZ):

config firewall policy
edit 12
set name "to DMZ"
set srcintf "portl"
set dstintf "port2"
set action accept
set srcaddr "all"
set dstaddr "FAZ" "Finance" "Webserver" "EMS" "FAC"
set schedule "always"
set service "ALL"
set inspection-mode proxy
set logtraffic all
next
end

In the following section, we will explore configuring on-net access policy with ZTNA tags to enhance the security of on-
net devices.
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= | FortiClient
10.88.0.0/24 'g EMS

1
-—
E Windows AD

2 FortiAnalyzer

W [ = Webserver
port3 port2 -

Internet

10.0.3.254 1 J 552 4 -

Remote endpoint FortiGate
10032

/@

Web server 2

]

~ | Finance server

o
i

= Mail server

[=]
i

—

7 FortiAuthenticator

It is assumed that On-net endpoints behind port1is registered to the FortiClient EMS server over port 8013. Therefore, this
port should be allowed without any restrictions. Also, On-net endpoints should be able to reach the DNS server (10.88.0.1
in this case) without restrictions.

DNS Configuration

When the users and devices are on-net, the most optimal path to the servers is from port1 (Clients_LAN) to port2 (DMZ).
This is the desired path rather than forcing users to access the server through the ZTNA application gateway.

As such, when users access the internal servers using their FQDN addresses, they must resolve to the real IP addresses of
the serverinstead of the application gateway. There are two options to accomplish this.

1. On-net and remote users use the same DNS server. However, the DNS server uses different FQDNs to map to the
servers for remote users and on-net users.

2. On-netand remote users use different DNS servers. The same FQDN can be used on the external DNS and internal
DNS. However, each DNS will map the server address to a different IP.

In our example, we will use the second approach. For remote users, their DNS server is the FortiGate DNS server, whereas
for on-net users, their DNS server is the Windows DNS server.

Explicitly deny access for devices with Critical Vulnerabilities

Just like ZTNA access, a Deny rule should be set up to explicitly deny traffic when a device is detected and tagged with
Critical Vulnerabilities. In our example, we enable user authentication in order to identify the specific users that are
detected, and we'll limit this rule to destination servers defined in ZTNA.

To create a Deny rule for On-net users from port1 (Clients_LAN) to port2 (DMZ):

In FortiOS, go to Policy & Objects > Firewall Policy. Click Create New.
Name the rule Deny-vuln-on-net.
Set Type to Standard.

BN =

In the Incoming interface, select port1.
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5. Inthe Outgoing interface, select port2.
6. Inthe Sourcelist:
* Select the Address all.

e Add the User Groups LDAP-Administrators, LDAP-Finance and LDAP-Sales.

7. Inthe IP/MAC Based Access Controlfield, add the Critical_Vulnerability tag.

8. Inthe Destinationlist, add the FAC, FAZ, Finance and Webserveraddress objects.

9. Setthe Serviceto ALL.
10. Setthe Actionto DENY.
11. Enable Log Violation Traffic.
12. Click OKto complete.

= Q
New Policy
B Policy & Objects Name €@ Deny-vuln-on-net
Firewall Policy Type Standard [FALES
1Pv4 DoS Policy Incoming Interface M Clients_LAN (port1) x
+
Outgoing Interface ¥ DMZ (port2) x
+
Source =all 3
DAP-Administrators ®
DAP-Finance x
22 LDAP-Sales x
+
IP/MAC Based Access Control €@ [ERSSMM Critical-Vulnerability X
+
Destination B FAC x
Eraz x
& Finance x
%= Webserver x
+
Schedule % always
Service WAL 3
Authentication +
'WiFi Controller Action v ACCEPT DENY
-] tem
¥ Security Fabric
@© LogViolation Traffic
L |og & Report
Comments | Write acomment... £0/1023
Enable this policy @
FORTINET 750

Additional Information

@ Online Guides

#® Hot Questions at FortiAnswers

> @+ 0O+ O admin~

@ APl Preview

& Relevant Documentation (&'
& Video Tutorials (£
@ Consolidated Policy Configuration ('

IsWeb Cache on the GUI?

® 1 Answers % O Votes ® 777 Views

See More (4

13. Place this rule in front of the existing to_DMZ firewall policy.

Allow access to servers based on group

Next, create new rules to allow each user group access to their servers.

To create Allow rules for On-net users from port1 (Clients_LAN) to port2 (DMZ):

Go to Policy & Objects > Firewall Policy.
2. Click Create New. Name the first rule A11low-on-net-Sales.
a. Set Typeto Standard.
b. Inthe Incoming interface, select port1.
c. Inthe Outgoing interface, select port2.
d. Inthe Sourcelist:
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¢ Select the Address all.
e Add the User Groups LDAP-Sales.
In the IP/MAC Based Access Controlfield, add the Domain-Users tag.
In the Destination list, add the Webserveraddress object.
Set the Serviceto ALL.
Set the Actionto ACCEPT.
i. Set Inspection Mode to Proxy-based.
Enable NAT where necessary.

S Qe -0

—

k. Enable Security Profiles as needed.
I. Enable Log Allowed Traffic, and choose All Sessions.
m. Click OKto complete.
3. Click Create New.Name the 2nd rule Allow-on-net-Finance.
a. Set Typeto Standard.
In the Incoming interface, select port1.
In the Outgoing interface, select port2.

2 00

In the Sourcelist:
e Select the Address all.
¢ Add the User Groups LDAP-Finance.
In the IP/MAC Based Access Controlfield, add the Domain-Users tag.
In the Destination list, add the Finance and Webserveraddress objects.
Set the Serviceto ALL.
Set the Actionto ACCEPT.
Set Inspection Mode to Proxy-based.
Enable NAT where necessary.

S Qe -0

— -

k. Enable Security Profiles as needed.
I. Enable Log Allowed Traffic, and choose All Sessions.
m. Click OKto complete.
4. Click Create New. Name the 3rd rule A11low-on-net-Admin.
a. Set Typeto Standard.
In the Incoming interface, select port1.
In the Outgoing interface, select port2.

2 0T

In the Sourcelist:
¢ Select the Address all.
¢ Add the User Groups LDAP-Administrators.
In the IP/MAC Based Access Controlfield, add the Domain-Users tag.
In the Destination list, add the FAC, FAZ, and Webserveraddress objects.
Set the Serviceto ALL.
Set the Actionto ACCEPT.
Set Inspection Mode to Proxy-based.
Enable NAT where necessary.

S Qe -0

— -

k. Enable Security Profiles as needed.
I. Enable Log Allowed Traffic, and choose All Sessions.
m. Click OKto complete.
5. Place the new policies below the Deny-vuln-on-net policy but above the to_DMZ policy.
6. Disable the to_DMZ policy so that authentication does not fall through to this wide open policy.
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+CreateNew | | # Edit > EditinCL @ Delete Q Policy lookup | | Search Q | B Export~  Interface Pair View [
Name From To Source Destination Schedule Service Action NAT St
Deny-vuln-on-net [® Clients_LAN (port1) [® DMZ (port2) & LDAP-Administrators & FAC @ always 0 ALL @ DENY
&5 LDAP-Finance = FAZ
& LDAP-Sales = Finance
3 all & Webserver
Allow-on-net-Sales [® Clients_LAN (port1) [® DMZ (port2) @& LDAP-Sales & Websearver @ always @ ALL « ACCEPT @& Enabled
3 all
Allow-on-net-Finance [® Clients_LAN (port1) [® DMZ (port2) @& LDAP-Finance = Finance @ always @ ALL « ACCEPT @& Enabled
3 all & Webserver
Allow-on-net-Admin [® Clients_LAN (port1) ® DMZ (port2) &8 LDAP-Administrators = FAC [o always @ ALL  ACCEPT @ Enabled
2 all = FAZ

& Webserver

to_DMZ Clients_LAN (port1) DMZ (port2) T al = EMS o always o ALL ACCEPT Disabled

Testing and verification

Once the above configurations are completed, it is time to test On-net access on a workstation. Two test cases will be
performed.

1. Verify access is denied when Critical Vulnerabilities are present on the PC

2. Verify access is allowed when Critical Vulnerabilities are resolved, and user is logged into the FortiAD domain.

To verify access is denied:

1. Ona workstation that is on-net, login to the FortiAD domain. In our example, we will use user Max Johnson (mjohnson)
from the Sales group logging into his PC 10.0.1.2.

2. Openthe FortiClient > Zero Trust Telemetry page.
3. Enterthe EMS address or the invitation code. Connect to EMS.

4. Once EMS is connected, click the avatar to identify the current Zero Trust Tags assigned to this PC. This PC currently
has Critical Vulnerabilities detected.

Max Johnson

Phone Add Phone
Email Add Email

mjohnson

Get personal info from
O User Input
88 OS5 Updated 9/7/2023 10:38:28 PM

B Linkedin
G Google
»

Salesforce

Status Online/On-fabric
Hostname WIN10-01
Domain FORTIAD

ZeroTrust Tags Critical-Vulnerability

¥ Domain-Users

F::RTINET
Accelerator SSL VPN to ZTNA Migration Guide




CONFIGURING AND VERIFYING RULES FOR ON-NET ACCESS

5. Open abrowser, and enter the URL https://webserver.ztnademo.com:9043.

6. The browser will redirect you to firewall policy authentication. Authenticate with the mjohnson user. Note that firewall
authentication can be triggered with HTTP/80, HTTPS/443 and SSH/22 access. If using ports other than these, you
may need to trigger authentication with the above ports first.

Firewall Authentication +

5://10.0.1.254 tr O @) incognito

Authentication Required

Please enter your username and password to continue.

Username | mjohnson

Password

7. |If userauthentication passes, the ZTNA tags will be assessed. Since this workstation has Critical Vulnerabilities,
access to the Web serveris denied. There are no replacement messages for firewall policy authentication failures.

8. Onthe FortiGate, view the corresponding logs under Log & Report > Forward Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype forward
# execute log display
2276 logs found.
10 logs returned.
7.7% of logs has been searched.

1: date=2023-09-08 time=00:28:00 eventtime=1694158081119618932 tz="-0700"
1logid="0000000013" type="traffic" subtype="forward" level="notice" vd="root"
srcip=10.0.1.2 srcport=2482 srcintf="portl" srcintfrole="undefined" dstip=10.88.0.3
dstport=9043 dstintf="port2" dstintfrole="dmz" srcuuid="b458a65a-f759-51lea-d7df-
ef2e750026d1" dstuuid="592dfb72-0775-51ec-aa79-94bd9894388c" srccountry="Reserved"
dstcountry="Reserved" sessionid=99139 proto=6 action="deny" policyid=12
policytype="policy" poluuid="644b6606-4eld-51lee-3cad-bc5fed465194" policyname="Deny-
vuln-on-net" user="mjohnson" authserver="LDAP-fortiad" service="HTTPS" trandisp="noop"
duration=0 sentbyte=0 rcvdbyte=0 sentpkt=0 rcvdpkt=0 appcat="unscanned" crscore=30
craction=131072 crlevel="high"

9. Forotherusers and devices with Critical vulnerabilities, try accessing internal server resources as well.

To verify access is allowed:

Open the FortiClient > Vulnerability Scan page.
Click on Critical to see the Application that has been identified with a critical vulnerability.
Apply the necessary fix to remove the vulnerability. Then perform a vulnerability scan.

BN =

Now that the workstation does not have a critical vulnerability, open your browser again to try accessing the web
server again.

F::RTINET
Accelerator SSL VPN to ZTNA Migration Guide


https://webserver.ztnademo.com:9043/

CONFIGURING AND VERIFYING RULES FOR ON-NET ACCESS

5. Open a browser, and enter the URL https://webserver.ztnademo.com:9043.

6. If prior user authentication is still valid, you will have access to the web server right away. If not, enter your user
credentials. You should be able to access your web server.

+

&« (= webserver.ztnademo.com:

Success

You have reached webserveroa

7. Fromthe FortiGate, view the corresponding logs under Log & Report > ZTNA Traffic, or from the CLI:
# execute log filter category traffic
# execute log filter field subtype policy
# execute log display
2357 logs found.
10 logs returned.

10: date=2023-09-08 time=00:34:21 eventtime=1694158461283011281 tz="-0700"
1logid="0000000020" type="traffic" subtype="forward" level="notice" wvd="root"
srcip=10.0.1.2 srcport=3031 srcintf="portl" srcintfrole="undefined" dstip=10.88.0.3
dstport=9043 dstintf="port2" dstintfrole="dmz" srcuuid="b458a65a-f759-5lea-d7df-
ef2e750026d1" dstuuid="592dfb72-0775-51ec-aa79-94bd9894388c" srccountry="Reserved"
dstcountry="Reserved" sessionid=99449 proto=6 action="accept" policyid=13
policytype="policy" poluuid="9%9ea730fa-4el4-51lee-c255-046c7236dbbe" policyname="Allow-
on-net-Sales" user="mjohnson" group="LDAP-Sales" authserver="LDAP-fortiad"
service="tcp/9043" trandisp="snat" transip=10.88.0.254 transport=63448 duration=125
sentbyte=3209 rcvdbyte=312184 sentpkt=39 rcvdpkt=229 appcat="unscanned" sentdelta=3209
rcvddelta=312184

8. Verify access for other On-net users as well.
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SHUT OFF ALL SSL VPN ACCESS

Shut off all SSL VPN access

So far, SSL VPN access is still allowed in case users have not fully migrated. Upon a successful verification that users have
access to the web resources through ZTNA, SSL VPN configurations can be disabled.

Without completely wiping out SSL VPN settings, admins can first disable current SSL VPN policies that give access to
remote users.

To disable SSL VPN policies:

1. Onthe FortiGate, go to Policies & Objects > Firewall Policy.
2. Locate the SSL VPN policies. In our example, these are:
e SSL_VPN-Administrators
e SSL_VPN-Finance
e SSL_VPN-Sales
3. Rightclick on each of these policies and set Statusto disable.

Neme From o Souree. Destination | Schedule | Service | Action

4. Remote users will no longer have access to SSL VPN.
In case that you will not require any SSL VPN connections for any other remote users, and you would like to disable SSL
VPN and listening on the SSL VPN port.

To disable all SSL VPN connections:

1. Onthe FortiGate, goto VPN > SSL-VPN Settings.
2. Toggle Enable SSL-VPN from Enable to Disable.
3. Click Apply to save the settings.

To disable the Remote Access module on FortiClient:

1. Onthe FortiClient EMS, go to Endpoint Profiles > Remote Access.
2. Click on the Default profile and click Edit.
3. Atthe top, toggle the Remote Access Profile from enable to disable.

Remote Access Profile ~ Expand All - Collapse Al
Name Default Advanced XML

Click Save to complete.

Go to Endpoint Policy & Components > Manage Policies.
Click on the Default policy and click Edit.

Verify that VPN is now disabled in the Profile section.

No am
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Endpoint Policy

Endpoint Policy Name Default

Profile (Off-Fabric) @

Profile
Default v

® Default v
WEB Default v
@ Default h
MW

Default v

SB Default T

"EEEECEH
CXIE TSI JAF MO W

Default -

¢ Default -

8. On aworkstation connected to the EMS, the changes will be pushed to it shortly. Verify that the Remote Access
module is no longer present.

@ FortiClient -- Zero Trust Fabric Agent
File Help

@ FortiClient - Connected

Zero Trust Fabric Agent

% tsmith ==-1 Centrally Managed by EMS

S Status: @ Connected =

\,/\ ZERO TRUST TELEMETRY

Conclusion

This concludes the SSL VPN teleworking to ZTNA migration for Hosted Web resources.

To recap:

 FortiClient EMS was updated to add the ZTNA module and enable new ZTNA tagging rules

» FortiGate was connected to the FortiClient EMS via the Fabric Connector

» Hosted web resources were migrated one by one based on the user groups that are allowed to access them
¢ Web resources belonging to the Administrator group was migrated first, since it only affected Administrators
* Web resources belonging to the Finance group was migrated next, since it only affected the Finance team
¢ Web resources that were accessible to all were migrated last

 During each migration step, access was tested to verify each group was still able to access the migrated web
resources remotely

e For On-net use cases, policies were created to verify the security postures of devices in order to prevent vulnerable
devices from accessing web resources

e Finally, SSL VPN access was removed once ZTNA access have been verified

These steps represent the process for migrating a basic SSL VPN teleworking setup. They also lay the foundation for
building more scalable networks based on role based access control and security postures that you define with EMS’s
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Zero Trust Tagging Rules. For information on more security posture checks, see the Endpoint Posture Check reference
guide.

F::RTINET
Accelerator SSL VPN to ZTNA Migration Guide


https://docs.fortinet.com/document/fortigate/7.2.1/ztna-reference-guide/345666/endpoint-posture-check

More information

The following product models and firmware were used in this guide:

Product Model Firmware
FortiGate FortiGate-VM Forti0S 7.2.5
FortiClient FortiClient Windows 7.2.1
FortiClient EMS FortiClient EMS 7.2.1

Documentation references

Feature documentation

FortiOS Admin Guide
¢ ZTNA Chapter
e FortiClient EMS Admin Guide
e Zero Trust Tags
FortiClient Admin Guide
Endpoint Posture Check Reference

Solution hub

https://docs.fortinet.com/ztna

4-D resources

https://docs.fortinet.com/4d-resources/ZTNA
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https://docs.fortinet.com/document/fortigate/7.2.5/administration-guide/954635
https://docs.fortinet.com/document/fortigate/7.2.99/administration-guide/317228/zero-trust-network-access
https://docs.fortinet.com/document/forticlient/7.2.99/ems-administration-guide/24450
https://docs.fortinet.com/document/forticlient/7.2.99/ems-administration-guide/924998/zero-trust-tags
https://docs.fortinet.com/document/forticlient/7.2.99/administration-guide/725845/introduction
https://docs.fortinet.com/document/fortigate/7.2.1/ztna-reference-guide/345666/endpoint-posture-check
https://docs.fortinet.com/ztna
https://docs.fortinet.com/4d-resources/ZTNA

DOCUMENTATION REFERENCES

Marketing and datasheets

* Next-Generation Firewall
e FortiClient Endpoint Security Overview
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https://www.fortinet.com/products/next-generation-firewall
https://www.fortinet.com/products/endpoint-security/forticlient
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